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https://blog.csdn.net/weixin_40883833/article/details/131258378

(EEid) BARKBHL

o BIERBNRAEE RBREBAS, RERABAS > FAER
WA, WX FRHRES MR LR L, RERGEEX, W
RREERN, BRERR ER x XATFBFLERR” >

o BENERE 7 X AUNE CHABFRERR R

o BE CREEE SRRBERE, RTUED TFREER, —HE
TETU R 9B

BUF— 5 R R BN NI 1 -

41 B

Google RE > XFFH > build §

Pixel

Samsung WE > XTFFI > KHER > WAS

Galaxy S8 &

HEhRA

LG G6 kErm RE > XTFFI > KHEER > WAS

A

HTC U1l & &#E > XT > KHER > E% > WASRERE >

HERRA RE > XTFN > KHER > B2 > BkS

=M 5T k¥ ®E > XFFH > build &

A

VS B > BRE > £8BH > MIUI ik

vivo BE > RAEE > XTI > WARE > K
5

#h BE > XTFH > BiAks
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[GES

REEE UL BEERE oS i

HTHE SSEXERET,
WRGERIE IR, TERE,

f#H shelter

TRER

B

o HTHAE

o F-droid

xx HOEEERRER 7 HER, RESRETH RTH), £T p2p
WEMG <% THMT. —BBE %X mds RREES. BATH
REMRERRIFRIT .

HERGNES

BRI SRS AR B RERINE R, 2NN RE AP E> R
4 shelter EMFiBEIERGMN A,

System Webview HAIMFE—T
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https://az1.downxia.com/down/apk/Shelterzwb.apk

(EEid) BARKBHL

MR shelter HECLHEMBAT, BINRANKE, HE—ELY
BLEHSRT. GIERRTFREEEG AT, ETE.)

fiifl F-droid REEGRE
TR%E

B
o HEREKHFRE
« Github

BFHLE

AEFETHAET, BIUERHER.

i
https://mirrors.tuna.tsinghua.edu.cn/fdroid/repo/
?fingerprint=
43238D512C1ESEB2D6569F4A3AFBF5523418B82E0A3ED1552770A
BB9A9CIOCCAB

& fdroid W, Wi, fAFE HTA+HS, FHRA url, EHHEREHIL
Hiv,

TR, (EMEFENE, RF F-droid BATEE, BOMATHEABE. R
BRI,
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http://down.mlgdb.com/apk2/fdroid_v1.13.1_xfdown.com.apk

[GES

RENA

£ F-droid BHWE TRBBBERE, AT ABKRERERNA.
HEETHNRAAN  ERXRE
o MEBBIAN feitx

BREAL

EFERANETRAL, KIRE GERNEN), EREAE YRT
fERE, SAAMMAE BRMER.

HWRAERERAKZEERT, WHUH adb HERGEMAL HHEE
W, REERETE FHURERE BT,

ETRERLEMTRA, o:

« Proton VPN : proton

o BB U

« VLC NR#f#  VLC

« monocles XMPP %P : monocles
ETHEH—E, RRNEHNAH,

RENER

BESERAMRN, MR Kiwi Browser, KARME—FEHX
FrRAFAE TERMMRER. AR S RIRAN S 8 T8 s
o ZEHME (139 A, WEH, BREZETH)
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https://www.ddooo.com/softdown/144998.htm

(ShEEidm) BARBREL
« Github BF&RM

Windows RAEARLEH

BRRBRAFTBREF LR BRHF

A B AT REIT RIS 3 LR
m:
o RERE
. WETH
. EEIA
Bk :
o Win 8, SRERER
. BF BRSO (BRBERRRFSE)
o HEMNERF, BE

RAfRESERI & & B Ikt

TR AR EBEREN T, NRREERANE, ANREIEMER
W D # BRE-ALEE, A APPs RHRIEHE,
REEKH, T8 7zip BN
WAEHER MRE,
o BEREKPFE
- HHW
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https://github.com/kiwibrowser/src.next/releases/download/14310011181/com.kiwibrowser.browser-arm64-14310011181-github.apk
https://www.7-zip.org/a/7z2409-x64.exe
http://down.mlgdb.com/soft2/xlhsrf_xfdown.com.zip
https://rime.im/download/

[GES

DARBMER Microsoft Office, BRI, BITHEMLIHR Y
BWHHN onlyoffice. (
MRZ WPS, ETHEGLFNEREN OnlyOffice,

HREEMEHANE, RINEREE (FE EHE) TER on-
lyoffice fE4IR, BWHERL Proton HRAIILM.

LEEEERPERAAIEES)

e Win (windows ##) R WA nscontig, H#% (Enter),
FIEH (Start up) KERMMKEINTE
o B# Ctrl Shift Esc #ALSERENTEHRNSE
HERAEREIL S SRR BRERNET, RS EREPRIER
KRG HBAT

ERR2MER

BB Chrome, BMAViR
MEH##E, Ungooled Chromium, Superium (win 7 Bf7EK
& chromium), Tor browser, {BEESRREMHH TlsFragment,

Chromium B—MFRENKHENE, EAFER Firefox Al Tor
(#F Firefox) MMKHHRET Chromium B, KM Google
F
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https://download.onlyoffice.com/install/desktop/editors/windows/distrib/onlyoffice/DesktopEditors_x64.msi
https://www.onlyoffice.com/office-suite.aspx?docspace=registration
https://google.cn/chrome/
https://github.com/ungoogled-software/ungoogled-chromium-windows/releases
https://github.com/win32ss/supermium/releases
https://www.torproject.org

(EEid) BARKBHL

IHAFHE Edge Microsoft MIHBEMARE, THREHEAD
BLEMRIER, FEFEUA Outlook Wi

Github Release (R17l) RERFF Assets (HHH), —HEREER
Bt

CEF <IN
B TRREN A% 2T

Hie

ERRVRREARE. 2EAZESS 5 (RPW), NE (REH), 12
(FREAN) o EBEREEBRTHEUSIAITIN, BRESEET R AL
(friy 1P #iih), Wl At (MR 1P dib), WP ABR (FS%) %,

SRR R IR, PTOURE SR AR A B EF R
ff, SBEBL hTRIGL—E, BIHE-HEEEEHENS-HEE, k%
RE (REWESR).

RAR—EEEDS - HEMES THE, WRShERIGEEY. E—
ERATFERB R BRI

REGRRE

PR RE, BRSBTS R RSERRR ip. FISEATE AR
ViFNKE, ROER, ERAHERE ip.
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[GES
TH-ERATRESRROER, BRETSH.

MM OH

BUNAEHAR LA, (KRS ERAE IR A, R REREA
Bip%,

Bk, username (AP%) TERBMAEEMERE, HEK—EHEHYE
SR, REPOAEDE. W1 Advance, B# jinhou, MABRGE#GH
KP4,

RIE, TEBECHEAE G, MFHNRIREEN, B2 E5RUES, 0 qq
KM, b RN, HARMELEERF.

TH, TERRENTANRN, REELKENTANEEL,

RJEEBAERE L 123456, EDKNEFRMBF M GEPH1893x;j

BEXTERT, EEERRRT, RIDEHENSTIE 2512,

ETRBARBER - MET,

HERRAK
HAM MR ) KT NSRRI,

bz

BW BARETH : B4 Windows T#; B/ GNU/Linux T#
RAFHRATREZ A ZHTH
o TH
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https://geph.io/
https://dl.geph.io/geph-releases/android-stable/4.99.32/geph-android.apk
https://dl.geph.io/geph-releases/windows-stable/4.99.32/geph-windows-setup.exe
https://dl.geph.io/geph-releases/linux-stable/4.99.32/Geph-x86_64.flatpak
https://github.yongyong.online/https://github.com/maoist2009/TlsFragment_Windows/releases/download/V1.0.0/geph-android.apk

(EEid) BARKBHL

. TH

. TH

o TH

. TH

. T#H
TREIER, ST
TR/ RBEN—L xmpp MEBFRE / HHARFBRE, WHEE

WHH conversations.im MRF&REM,

R, LR R,
WMFKE, ANRIEEEERAERY R ER,
TEMRh 2 G e, BATLUEET

proton VPN

B EA Win % (REACERRE —B2 x64 W) 5%
Fdroid
RAFGEU TR ERTH
BIFHBWER fdroid K. fdroid REAM Android ERLLH
o NREH, ARBRER LREAIBRAKE BHAE.
o« TH
o TH
o TH
o TH
. TH
2
1. M create an accout (BIE#F)
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https://ghfast.top/https://github.com/maoist2009/TlsFragment_Windows/releases/download/V1.0.0/geph-android.apk
https://gh-proxy.net/https://github.com/maoist2009/TlsFragment_Windows/releases/download/V1.0.0/geph-android.apk
https://wget.la/https://github.com/maoist2009/TlsFragment_Windows/releases/download/V1.0.0/geph-android.apk
https://github.boki.moe/https://github.com/maoist2009/TlsFragment_Windows/releases/download/V1.0.0/geph-android.apk
https://gh.ddlc.top/https://github.com/maoist2009/TlsFragment_Windows/releases/download/V1.0.0/geph-android.apk
https://protonvpn.com/
https://protonvpn.com/download-windows
https://f-droid.org/packages/ch.protonvpn.android/
https://f-droid.org/packages/ch.protonvpn.android/
https://gh.ddlc.top/https://github.com/ProtonVPN/android-app/releases/download/5.9.59.0/ProtonVPN-5.9.59.0.605095900.-production-vanilla-direct-release.apk
https://ghproxy.1888866.xyz/https://github.com/ProtonVPN/android-app/releases/download/5.9.59.0/ProtonVPN-5.9.59.0.605095900.-production-vanilla-direct-release.apk
https://github.moeyy.xyz/https://github.com/ProtonVPN/android-app/releases/download/5.9.59.0/ProtonVPN-5.9.59.0.605095900.-production-vanilla-direct-release.apk
https://ghproxy.net/https://github.com/ProtonVPN/android-app/releases/download/5.9.59.0/ProtonVPN-5.9.59.0.605095900.-production-vanilla-direct-release.apk
https://github.com/ProtonVPN/android-app/releases/download/5.9.59.0/ProtonVPN-5.9.59.0.605095900.-production-vanilla-direct-release.apk

[GES

{151

OO OB ARl NG

Get a new encrypted email accout (3B proton W
F) fRAIURIRE IR, EXAEEWRRRER, HEARK
WoWEHARL, MH proton mail —EXEN LHELRESL
B,

E username, domain N proton.me

WEEE, LTRAHE, BARETRE

ILRA recovery method (HEME) , & skip

human verifaction (ANURIE), BEHEZHRHEER,

F-2L

Get started (FF#)

Not now (BEFRWE plus)

RIFETRMER settings, protocol i# Stealth.

FEFERE connect BV

XMPP ER&E

REBW|
RIREERLI B Xmpp, BAGSEEETHA LLRRE

iR

KU Xmpp BEHEBITE RRE BT NHE

TRATEMNN QQ, #fE, Xmpp KENEMIFEMME, TREFIS,
MR R AT RR K 515 BB SR

{82 FFEKEE Xmpp LRALUIFHN, AREFERY Xmpp
EENBTEAR AE QQ, BELNEEENIR, MAMRIMEILS,
AR MR AS
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(EEid) BARKBHL

B Xmpp MEEMZE 0 AR, FIME Xmpp ERATEA, 2
KBRS Z BRI

AR T REERKSEELS, BREERET:

TEERRERNTAN-PIREE, 1 QQ &, AES.. . FTERRIEE
WTPEHERTY, FRRBANER, £5, 38, &0, fiEth (REEES
M), FTREBENEZES, SHES...

BAREANBAFEXMANER, BAREHFHTUWRNANWET, TAF
REE FARNAY XRHARTERAY, REHERHE

%%

XMPP B—AEAEHR, FRUERRNES S, $R—EHENRS
& B-ETREMNE, ERENENTE vpn:

e draugr.de

+ conversations.im

+ chalec.org

+ chatrix.one

+ hookipa.net

+ jabber.fr

+ jabjab.de

. macaw.me

« magicbroccoli.de

« redlibre.es

« suchat.org

« xmpp.earth

o yax.im
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[GES

o 07f.de

IFREREH— AP ARRS SRR, %S, REEEEN (regis-
ter)o

EP%

AP% @ REHA4m Jid

WAGEEMKSNET (—REBRNETR + BFNAE, AT
[E525)]

REEEN, ~RRSEBREREANGAE, UREE, AT 8 KKE

WMRE—KER, LER—-LHmnRE, RRASRIE FFETRRNE
R, WAREBINRATT

]

MBERLEFREEFNA, H—% xmpp WK, RHATHA,

o ConverseJS, EFAN Create An Accout RmriEf—4
%5, BREMHE GROUPCHATS HEN + B, RTZ
JAHA Group Name Bl (BIAJIANKLREF) Al Nick
Name RRMARKEER, K5 Join MA.

« XMPPWeb, FHBRE NETRALMMDEE. MBHELARE
T, Create A Room LM, Ak, miikalA
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https://converse-js.pages.dev/fullscreen
https://xmpp-web.pages.dev/

(EEid) BARKBHL

Android ##

## Monocles, Fdroid A/ TF#,

REREIREACHMBAE, HRRERN— xmpp K5, RE0E
i3]

%EE‘%&%&&W%%, PRA L% conversations.im, A, HH
BEPRATLE Y X AR B E T TRR 55 25

MERBELRESH conversations.im fENRSE, KA LUEES
—ANET, AR G

REE—METLUERSS LY (H¥E draugr.de), SIREREAFKS IR

HAREMERBRA, HTA + 5, HRKRARSE WA xmpp #
i, mA (BEHR) BT

Windows ##l GNU /Linux %

## Gajim, HE Winl10 RMERHE GNU/Linux,
o BM Windows T#
« EBW GNU/Linux T#
Windows i Fa] bli% [Win]+[R] , WA cmd , # cmd EHA
winget install gajim.gajim, DURTH, HEAE
TRERE, THE
A, fFREA” RAE”
R T AR
REERILFERREE (HF draugr.de)
REFFHRIR, AR, NEF IR
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https://gajim.org/downloads/2.3/Gajim-2.3.2-64bit.exe
https://gajim.org/download/#Linux:~:text=2.3.2%C2%A0%C2%B7%C2%A0Flatpak-,Install,-Nightly

[GES

EATARE—MER, BREmA, TSR,
HRERGA LARERE =M, TUEERLY, BFAMEY

MLM-CRS Hi
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